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NVIDIA BlueField-2 DPU Helps 
ScaleFlash build up cloud 
native high-speed storage
ScaleFlash NVMatrix cloud native high-performance 
storage solution provides full-stack support to AI 
cloud platforms for large financial clients
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SUMMARY INTRODUCTION

 

NVMatrix cloud native storage 
solution breaks all limitations of 
traditional storage and achieves 
cloud native storage by taking full 
advantage of NVIDIA BlueField-2 
InfiniBand DPU architecture, NVIDIA 
Quantum InfiniBand network and 
ScaleFlash software-defined block 
storage technology 

No need for local installation: 
The operating system comes 
pre-installed in the cloud disk. 
Images can be copied and 
cloned in seconds

Delivery of physical machines 
within minutes: The operating 
system cloud disk comes ready 
for use once mounted, and the 
network is plug and play. The 
entire process only takes as 
long as it does for the server to 
start up.

Short recovery time: When a 
server fails, the cloud disk can 
be mounted to another server 
and restarted. It can then be 
quickly recovered and ready for 
use in mere minutes.

Flexible expansion: The 
high-speed cloud disk can be 
expanded at any time and much 
more quickly compared to local 
disks.

Secure and reliable data: Cloud 
storage provides two or three 
copies through distributed 
storage clusters to ensure data 
reliability. It provides advanced 
data doctor functions, so the 
data can be recovered through 
snapshot technology down to 
the second. It also supports data 
backup and disaster recovery, 
allowing data to be backed up to 
different computer rooms.

Cloud Native: Provide dynamic 
and flexible high-speed storage 
services for computing nodes 
based on the Kubernetes CSI 
cloud native interface and 
support multi-tenancy, as well 
as high security and bare metal 
performance.
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In modern large data centers, there is a strong focus on improving the performance and 
utilization of storage. Various storage solutions are evolving quickly to overcome the 
deficiencies in current storage and meet the increasing and specific needs of clients.

How does one build a low-cost, high-performance, scalable and secure data center with low 
energy consumption to carry the huge data storage load of large institutions? How can the 
use of data be optimized to provide reliable and efficient services for clients? These are 
urgent problems which require solutions. To achieve the aforementioned goals, data centers 
must perform on a higher level. They must also provide network and security acceleration 
infrastructure for storage workloads in the cloud native environment. As a member 
company of the NVIDIA Inception program, ScaleFlash provides NVMatrix cloud native 
storage solution to resolve the aforementioned issues encountered in data center storage. It 
builds cloud native high-speed storage through the NVIDIA BlueField-2 InfiniBand DPU and 
NVIDIA Quantum InfiniBand network, turns underutilized storage capacity into effective 
storage space, and is flexible in expanding data storage. All of this allows data center 
storage to be secure and perform on a high level.

CHALLENGE STATEMENT

A leading financial company in China is committed to building an industry-leading cloud 
platform for research and development, deployment and unified operation of AI applications. 
The platform provides unified data, computing power, R&D and other services. The 
company's AI cloud platform is a Kubernetes-based cloud native platform that provides 
infrastructure cloud native services for internal AI applications. One of the key indicators of 
an AI cloud platform is providing secure, reliable, high-performance and scalable persistent 
storage. However, it is a great challenge to make this a reality in a Kubernetes-based 
environment. The financial company’s data center uses direct-attached NVMe (Non-Volatile 
Memory Express) storage. Kubernetes supports the use of NVMe SSD as a local persistent 
volume, but it cannot provide data protection at the orchestration and container layers. 
Therefore, it is necessary to improve the availability of the application. Otherwise, when 
containers are migrated from the current server to another server, they are unable to 
access any data they previously wrote.

In summary, we need a centralized storage solution that: 1) has redundant functions, 2) has 
the same performance capabilities as that of local NVMe SSD, 3) can work with containers, 
and 4) meets the requirements of data redundancy protection. The financial company has 
considered many alternatives, such as various traditional data center storage solutions. 
However, none of them fully line up to the cost structure and current business situation of 
the financial company. This is because of various defects, such as insufficient performance, 
insufficient security, non-expandable data, high cost and complicated operation.

After extensive research and analysis, the financial company identified the following 
requirements for their storage solutions:

1.  High availability of persistent storage equivalent to the performance level of local 
NVMe SSD;

Ability to integrate with Kubernetes through CSI (Container Storage Interface);

Support for multi tenancy and security isolation;

Support high-speed data storage and OS image loading of different operating systems 
(such as Linux and Windows computing nodes) on the same storage platform;

High scalability: Can be easily expanded without changing the storage architecture for 
massive data in the future;

Unimpeded for services: Achieve migration to new storage without affecting services;

Cost-effective, and conserve energy and reduce carbon footprint.

2.  

3. 
4. 

5. 

6. 
7. 



ScaleFlash's NVMatrix cloud native storage solution based on NVIDIA BlueField-2 
InfiniBand DPU includes a high-performance software-defined storage module that 
supports container volume (architecture), NVIDIA InfiniBand end-to-end network 
(including NVIDIA NVMe SNAP software) and high-performance NVMe SSD. The 
specific configuration is as follows:

 

DOCA Software Development Suite 
(SDK)

SOLUTION STATEMENT

After many technical communication and PoC (Proof of Concept) between ScaleFlash and 
the financial company, the company finally chose the NVMatrix high-performance storage 
solution based on the NVIDIA BlueField-2 InfiniBand DPU from ScaleFlash, which met all 
the above requirements.

ScaleFlash's NVMatrix storage solution provides complete cloud native persistent 
storage that can be integrated with Kubernetes. It decouples computing and storage 
through the NVIDIA BlueField-2 InfiniBand DPU, and achieves unprecedented scalability 
and high availability in the form of cluster storage. Thanks to optimized NVMe-oF (NVMe 
Over Fabric) front-end and intelligent back-end distributed storage management, the 
solution leverages the advantages of the RDMA technology and the NVIDIA Quantum 
InfiniBand network in storage. This results in extremely high IOPS performance 
comparable to the direct-attached NVMe SSD in application.

ScaleFlash's cloud native storage NVMatrix is shown in the following figure:

SOFTWARE

Computing node:
˙ CPU: Two Intel Xeon 6346 processors, 16-core, 3.1 GHz
˙ Memory: 256GDDR4
˙ Operating system: CentOS 7.8 or Windows Server 2016   
˙ DPU: NVIDIA BlueFied-2 InfiniBand DPU
˙ Software: ScaleFlash SmartNIC Embedded System Software v3.0

Storage node:
˙ CPU: Two Intel Xeon 6346 processors, 16-core, 3.1 GHz
˙ Memory: 512GDDR4
˙ Operating system: CentOS 7.8
˙ Adapter card: NVIDIA ConnectX-5 InfiniBand dual-port adapter card
˙ Memory: Four 3.84TB NVMe SSD
˙ Software: ScaleFlash Distributed Storage Software v3.0

Switch network:
˙ NVIDIA MSB7800 InfiniBand switch
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In dual-port mode (NVIDIA BlueField-2 InfiniBand DPU and NVIDIA ConnectX-5 InfiniBand 
adapter card), dual-port traffic balancing can be realized through the Multi-Rail technology 
in the NVIDIA InfiniBand network. Global redundancy can also be realized by dual switches. 
On the computing node, the DPU will play the dual roles of InfiniBand adapter card and 
NVMe SSD. The host operating system will be completely unimpeded for NVMe-oF. In other 
words, when the driver of the adapter card is installed under the host OS, NVMeoF storage 
can be remotely accessed. The NVMe-oF Target offloading function of InfiniBand adapter 
card is used on the storage node to further improve the storage performance and reduce 
CPU consumption

ScaleFlash’s complete NVMatrix cloud native storage solution software stack is shown as 
follows:

 

As can be seen from the figure above, the core of the high-performance storage 
architecture includes ScaleFlash’s NVMatrix high-performance software stack based on 
software-defined block storage, NVIDIA BlueField-2 InfiniBand DPU and NVIDIA Quantum 
InfiniBand end-to-end high-speed network.

With the increasing bandwidth of networks, storage and other IO services, so increases the 
CPU consumption of various related IO processes. In this way, the underlying infrastructure 
load accounts for greater and greater amounts of CPU resources, leaving fewer CPU 
resources for user applications. The traditional network interface card is replaced by the 
NVIDIA BlueField-2 InfiniBand DPU on the computing node, and the task of the 
infrastructure layer is transferred from the Host CPU to the DPU. All CPU resources are 
handed over to the service, successfully isolating service and management, as well as 
communication and security. High-speed communication between the initiator and the 
storage target is made possible thanks to the 100 Gb/s transmission speeds of the NVIDIA 
BuleField-2 InfiniBand DPU. NVIDIA Quantum InfiniBand RDMA technology ensures 
absolutely zero ARM CPU is consumed on the DPU.

 

NVIDIA BlueField-2 DPU

NVIDIA ConnectX-5 InfiniBand 
dual-port adapter card

NVIDIA MSB7800 InfiniBand 
switch

HARDWARE
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The topology of the NVMatrix cloud native storage system based on NVIDIA InfiniBand 

network from ScaleFlash is as follows: 



 

The NVIDIA BlueField-2 InfiniBand DPU can also be used to shield the differences of 
operating systems, build a unified computing resource pool, isolate computing and 
storage, and allow containers to dynamically switch between Linux and Windows 
environments. It can be simulated into an NVMe device in the initiator through the DPU by 
using its NVMe SNAP technology. Utilizing NVMe-oF, the data layer transmits data from 
the initiator to the target through the high-speed InfiniBand lossless network. This is 
made possible thanks to the high-speed forwarding capability of DPU's ASIC chip and the 
software defined storage software stack of ScaleFlash. It is then directly connected to the 
high-throughput distributed storage cluster at the target end, and data is made readily 
available through ScaleFlash's high-performance storage software stack. This meets 
user expectations that the physical machine on the computing node will be able to 
seamlessly access the flexible and scalable high-speed cloud disk.

At the same time, the end-to-end connection of NVIDIA InfiniBand network from the 
initiator to the storage is also the key to guaranteeing performance. The InfiniBand 
network is a natural lossless network, which can guarantee the end-to-end lossless 
connection of the entire storage network without any configuration in the usage process, 
thereby allowing the network to be plug-and-play. This natural lossless network 
guarantee also makes the InfiniBand network accomplish transmission performance 
comparable to the system bus level, which is critical to guaranteeing performance after 
decoupling storage and computing.

RESULT STATEMENT

In terms of the measured performance of users, ScaleFlash’s storage solution based on 
NVIDIA BlueField-2 InfiniBand DPU has achieved an ultra-high performance level of bare 
metal cloud disk (over one million IOPS), which truly achieves both flexibility and 
performance.

Performance of ScaleFlash’s NVMatrix cloud native storage solution:

Cloud native computing has become a trend. As cloud native computing continues to 
develop, cloud native storage will gradually replace the traditional storage architecture 
and become one of the main support systems (i.e. computing units) for future data centers. 
ScaleFlash’s NVMatrix cloud native high-performance storage solution provides a 
high-performance, cost-effective, highly-available, scalable and cross-platform storage 
architecture for supercomputing on the cloud.
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(Based on the above computing node, storage node and network configuration)
 

To learn more about NVIDIA BlueField DPU product and  NVIDIA Inception , visit: https://www.nvidia.cn 
For more information on partner, visit:  www.scaleflash.com
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